Documentation Bastion

Installation du bastion



X QEMU (oslo-wab) - noVNC - Ecole - Microsoft Edge ==

[GRLLEERTIEY hitns://10.187.36.12:8006/?console=kvm&novnc=1&vmid=500&vmname=oslo-wab...

GNU GRUB wversion 2.06-13+debl2ul

*WALLIX Bastion 12.0.15
Advanced options for WALLIX Bastion 12.0.15

Use the Tt and ! keys to select which entry is highlighted.
Press enter to boot the selected 0S, “e’ to edit the commands
before booting or ‘¢’ for a command-line.

The highlighted entry will be executed automatically in 3s.

Welcome to the WALLIX Bastion initial
configuration
Press ESC in anytime to cancel configuration

ot




Choose your keyboard layout

Belge/Belgisch
English (American)
English (UK)
English (International)
Espafiol

Italiano

Deutsch

Schweizer Deutsch
Suisse Frangais
Pycckui

More options. ..

0T O Wo-do U S wlE

<Cancel>

e Saisir le mot de passe par défaut SecureWabAdmin du compte wabadmin

Enter current wabadmin
password

EREEEEEE KRR

<Cancel>

e définir un nouveau mot de passe avec les caractéristiques suivantes :
o longueur minimale : 14

caractére spécial : 1 minimum

lettre majuscule : 1 minimum

lettre mininuscle : 1 minimum

O
O
O
o caractere numérique : 1 minimum



*x => P@$$wOrd2025Secure

Enter new wabadmin password

Use up/down arrows (or control/N, control/P) to move between fields
Use TAB to navigate between controls (fields and buttons)

Password policy:

* Minimum password length: 14

Minimum number of special characters: 1
Minimum number of uppercase letters: 1
Minimum number of lowercase letters: 1
Minimum number of numeric characters: 1

*
*
*
*

Tupe new passuord:  (LLLLLLLLCLITNN
Retupe new passuord:

< 0K > <Cancel>

If you want to be able to use sudo command,

first, you need to authenticate yourself as wabsuper.
To do so, just use the 'super' command.

Then, once you're logged as wabsuper you can use
privileged commands with 'sudo’.

o Définir le mot de passe du compte wabsuper = P@$$w0rd2025Secure



Enter new wabsuper password

Use up/down arrows (or control/N, control/P) to move between fields.
Use TRB to navigate between controls (fields and buttons)

Password policy:

* Minimum password length: 14

Minimum number of special characters: 1
Minimum number of uppercase letters: 1
Minimum number of lowercase letters: 1
Minimum number of numeric characters: 1

*
*
*
*

Type new password:

Retype new password: §

<Cancel>

Password changed for user
wabsuper

o  Définir le méme mot de passe du compte wabsuper pour le compte wabbootadmin =
P@$$w0rd2025Secure



Do you want to use the same password
as wabsuper
for grub user (wabbootadmin)?




Generate grub configuration

Generating grub configuration file ...

Found linux image: /boot/vmlinuz-6.1.8-37-amd64

Found initrd image: /boot/initrd.img-6.1.8-37-amd64

Warning: os-prober will not be executed to detect other bootable partition
Systems on them will not be added to the GRUB boot configuration

Check GRUB_DISABLE_OS_PROBER documentation entry

done

wabupgrade user allows you to upgrade
your WALLIX Bastion in a secure way

e Définir le mot de passe du compte wabupgrade = P@$$w0rd2025Secure



Enter new wabupgrade password

Use up/down arrows (or control/N, control/P) to move between fields
Use TRAB to navigate between controls (fields and buttons)

Password policy:

*

*
*
*
*

Minimum
Minimum
Minimum
Minimum
Minimum

password length: 14

number of special characters: 1
number of uppercase letters: 1
number of lowercase letters: 1
number of numeric characters: 1

Tupe new passuord:
Retupe new passuord: [

< 0K > <Cancel>

Password changed for user
wabupgrade




Do you want to configure
WALLIX Bastion network?

Configure WALLIX Bastion Network

Press ESC in any screen to cancel configuration
Use up/down arrows (or control/N, control/P) to move between fields
Use TRAB to navigate between form and buttons

Configure:

Choose interface to configure

IP Configuration for eth@

IPv6 Configuration for eth@

Default egress interface and gateway
Default IPv6 egress interface and gateway
Routes on eth@

1Pv6 Routes on eth@

VLAN

Services

DNS

FODN

Security Level

< Save > <Cancel>




Please enter WALLIX
Bastion's hostname:

[bastionlz

<Cancel>

Configure WALLIX Bastion Network

Press ESC in any screen to cancel configuration

Use up/down arrows (or control/N, control/P) to move between fields.
Use TRAB to navigate between form and buttons

Configure:

IP Configs

IPv6 Configuration for eth@

Default egress interface and gateway
Default IPv6 egress interface and gateway
Routes on ethd

IPv6 Routes on eth@

VLAN

Services

DNS

FODN

Security Level

< Save > <Cancel>




Please choose interface to configure:

<Cancel>

Configure WALLIX Bastion Network

Press ESC in any screen to cancel configuration
Use up/down arrows (or control/N, control/P) to move between fields
Use TRB to navigate between form and buttons

Configure:

Hostname

IPv6 Configuration for eth@

Default egress interface and gateway
Default IPv6 egress interface and gateway
Routes on eth@

IPv6 Routes on eth@

VLAN

Services

DNS

FODN

Security Level

< Save > <Cancel>




Select ipvd4 configuration
mode for the interface
eth@:

( ) Disabled

C

<Cancel>

static configuration for eth@

Use up/down arrows (or control/N, control/P) to move between fields
Use TAB to navigate between controls (fields and buttons).

Subnet may be given either as CIDR prefix length or traditional
network mask

GELIEEEH172. 16,36, 12
LA EMEITH172, 16. 38, 254
Subnet: F

<Cancel>




Configure WALLIX Bastion Network

Press ESC in any screen to cancel configuration

Use up/down arrows (or control/N, control/P) to move between fields
Use TRB to navigate between form and buttons

Configure:

Hostname

Choose interface to configure

IP Configuration for eth@

IPv6 Configuration for eth@

Default egress interface and gateway
Default IPv6 egress interface and gateway
Routes on eth@

IPv6 Routes on ethd

VLAN

Services

FODN

Security Level

< Save > <Cancel>

Configure DNS

Edit search
Add a DNS server




Edit domain name

Jjohannesburg. cub. fr

TS <Cancel>

Configure DNS

Edit domain name




Edit search

Johannesburg. cub. fr_

<Cancel>

Configure DNS

Edit domain name
Edit search




Add a DNS Server

192.168.108.18_

[[9 <Cancel>

Configure DNS

Edit search
Add a DNS server
Remove a DNS server

<Select>




Configure WALLIX Bastion Network

Press ESC in any screen to cancel configuration
Use up/down arrows (or control/N, control/P) to move between fields.
Use TAB to navigate between form and buttons

Configure:

Hostname

Choose interface to configure

IP Configuration for eth@

IPv6 Configuration for eth@

Default egress interface and gateway
Default IPv6 egress interface and gateway
Routes on eth@

IPv6 Routes on eth@

VLAN

Services

DNS

Security Level

< Save > <Cancel>

Please enter WALLIX
Bastion's FODN:

bastionl2. johannegburg.c

TS < Find > <Cancel>




Traceback (most recent call last):
File "/opt/wab/bin/WABNetworkConfiguration”, line 1484, in <module>
configurator.configure()

File "/opt/wab/bin/WABNetworkConfiguration”, line 1374, in configure
self.configure_fqdn()

File "/opt/wab/bin/WABNetworkConfiguration”, line 586, in configure_fgdn
R SR

File "/opt/wab/bin/WABNetworkConfiguration”, line 363, in ask_value
new_value = extral1](

File "/usr/lib/python3/dist-packages/wsc/utils.py”, line 298, in guess_fqdn

File "/usr/1ib/python3/dist-packages/wallixutils/dns_utilities.py”, line 89, in resolve_ip
File "/usr/1ib/python3/dist-packages/dns/resolver.py”, line 1262, in query

return self.resolve(

File "/usr/lib/python3/dist-packages/dns/resolver.py”, line 1281, in resolve
(nameserver, port, tcp, backoff) = resolution.next_nameserver()

File "/usr/lib/python3/dist-packages/dns/resolver.py”, line 784, in next_nameserver

raise NoNameservers(request=self.request, errors=self.errors)

dns.resolver.NoNameservers: All nameservers failed to answer the query 12.38.16.172.in-addr.arpa. IN PTR: Server 192.168.1@.18 UDP port 53 answered [Errno
181] Network is unreachable

Initialization finished
Please remember that the Product manual is
available in the web GUI at

https://172.16.38. 12/

e Une fois sur Iinterface graphique : Saisir le mot de passe par défaut admin du
compte admin



